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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
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7) D Claim(s) is/are objected to. 
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Application Papers 
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 
Response to Arguments 

The Applicant's response to arguments filed on 10/10/2006 are not persuasive. As U.S 
Patent 530951 6 to Takaragi et al. (hereinafter Takaragi) discloses the communicating of 
first and second identifiers from first and second tokens to produce an key see Col 2 Ln 
25-30. Takaragi discloses the use of office numbers and random numbers to generate 
an group key see Fig. 7 item 104. The group key is generated by using 
identifiers(identification information) along with the master key associated with the 
identifiers in form of an hash, which is the so-called group key. 

The tokens of the instant invention relate to the IC Card of Takaragi, where the IC card 
maintains an memory of identification numbers and master keys to be used in forming 
the group key see Fig. 7. And further, Takaragi discloses the workstation also 
maintaining the same and generating the group key. And further of an communication 
network being shared by both the IC Card and the workstation for communication of the 
enciphered messages. 

The Applicant's arguments regarding the single entity generating of key is not 
persuasive. Takaragi invention is not limited to generation of key by an single entity, the 
key is generated by the workstation as well as IC Card. And the communication of the 
keys between the IC Card and the workstation is also disclosed by Takaragi see Col 8 
Ln 25-34. And this key shared among the IC Card and workstation are stored at the 
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memory see Fig. 1 item 127. The keys are generated using the destination id, where the 
id is pertinent to the office and person the user is associated with, thus is unique to each 
user. 

Takaragi goes on to mention the exchange of information relating to generation of keys 
see Fig. 1, in particular the identification information and master keys. The IC Cards 
which initially have no information stored on to it, after communicating the workstation it 
is able to gain knowledge of the identification number and keys used for generating the 
group keys by the generation program. The interface on the IC Card and the 
Workstation provide means for communication between each other. Takaragi's 
invention is not limited to one token/one workstation, the possibility of many tokens 
connecting to the many workstations is suggested by Fig. 10. 

Takaragi's invention is related to generation of key through the use of identification 
numbers unique to the user see Fig. 4, whereby at least the presence of an random 
number ensures the uniqueness of the id. And when this identification number is 
combined with the master key also unique to the user to form an group key. The group 
key is used for enciphering the message in communication network. The token and the 
workstation each generate the group key, in order to encipher/decipher message(i.e. an 
symmetric encryption). And exchanging of information from a token to another token in 
the network is also suggested by the use of keys derived from the information embodied 
in one token for enciphering the messages. 
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The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

Claim Rejections - 35 USC §102 

Claims 1-8, 21, 24 are rejected under 35 U.S.C. 102(b) as being anticipated by U.S. 
Patent 5,309,516 to Takaragi et al. (hereinafter Takaragi). 

Regarding Claim 1 , Takaragi discloses the a data processing device for generating a 
unique key where an device includes means for combining group key with unique 
identifier received from token see Col 3 Ln 3-33; token having data storage for storing 
the unique key see Col 8 Ln 41-50 & Fig. 1 item 104 and cryptographic means for using 
unique key see Fig. 1 item 1 06 & Fig. 7 item 702. 

Regarding Claim 2, 7, Takaragi discloses the exclusive OR operator see Col 1 1 Ln 45- 
55. 

Regarding Claim 3, Takaragi discloses performing an hash function of the identifier and 
the group key see Col 8 Ln 61 -Col 9 Ln 7. 

Regarding Claim 4, 6, Takaragi discloses the digesting of unique identifier before 
operation see Fig. 4 & Col 8 Ln 51-60. 
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Regarding Claim 5, Takaragi discloses the generating a group key see Col 1 1 Ln 45-55; 
receiving a unique identifier from the first token and performing a operation with group 
key and unique identifier see Col 3 Ln 3-33; storing the generated unique key see Fig. 1 
item 104; repeating for second token see Col 4 Ln 1 1-17 & Col 10 Ln 6-19. 

Regarding Claim 8, Takaragi discloses the first token having a first unique identifier, an 
unique key that is a function of identifier and group key see Col 3 Ln 3-33, cryptographic 
means see Fig. 7 item 702, a memory means see Fig. 7 item 104; a second token 
having second unique identifier, an unique key that is a function of identifier and group 
key see Col 3 Ln 3-33 & Col 5 Ln 24-57; communication means for exchanging data 
between tokens see Col 6 Ln 45-52; first token having a first operator for processing 
first unique key and second identifier to produce an first composite key see Col 8 Ln 25- 
40 & Fig. 10 item 1005; a second token having a second operator for processing 
second unique key and first identifier to produce second composite key see Col 8 Ln 
25-40 & Fig. 10 item 1003; first and second composite keys being equal see Col 9 Ln 
58-Col 10 Ln 19 & Col 6 Ln 53-57. 

Regarding Claim 21, Takaragi discloses the cipher function used by IC cards using the 
same key for encryption and decryptioh(symmetric cryptographic algorithm) see Col 3 
Ln 3-32. 
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Regarding Claim 24, Takaragi discloses the program storage device performing the 
method step recited in Claim 5 see Fig. 2 item 202 & Fig. 1 item 108-114. 

Claim Rejections - 35 USC § 103 

Claims 9-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent 5,309,516 to Takaragi et al. (hereinafter Takaragi) in view of U.S. Patent 
5,694,471 to Chen et al. (hereinafter Chen). 

Regarding Claim 9, 10, Takaragi discloses the second identifier(destination indicator) 
being processed by an first logic operator see Col 8 Ln 41-65 & Fig. 1 0 item 101 1 , first 
identifier(destination indicator) being processed by an second operator see Col 8 Ln 41- 
65 & Fig. 1 0 item 1 009, but does not disclose a message digest function for digesting 
as it is commonly known in the art. However, Chen discloses the digesting of user 
identifier using MD5 see Col 7 Ln 58-67. It would be obvious to one having ordinary skill 
in the art at the time of the invention to include message digest of identifier(MD5) in the 
invention of Takaragi in order to obtain an shortened identifier for storage and 
processing(XOR) purposes as taught in Chen 4-21 . 

Regarding Claim 11 and 12, Takaragi discloses the second/first identifiers(destination 
identifiers) being processed see Col 8 Ln 25- 60 and further XORing of keys see Col 1 1 
Ln 45-55, but does not disclose the XORing of keys and digest. However, Chen 
discloses the XORing of keys(unique identifiers) and digest to produce an composite 
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key see Col 8 Ln 1-8 and storing of the result see Fig. 2 item 150 & Fig. 1 item 2. It 
would be obvious to one having ordinary skill in the art at the time of the invention to 
include the XORing of keys and digest in the invention of Takaragi in order to have a 
secure result for encryption as taught in Chen see Col 8 Ln 9-21 . 

Claims 13-20, 22 are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent 5,309,516 to Takaragi et al. (hereinafter Takaragi) in view of U.S. Patent 
5,694,471 to Chen et al.(hereinafter Chen), as applied to claim 12 above, and further in 
view of U.S. Patent 6,067,621 to Yu et al.(hereinafter Yu). 

Regarding Claim 13 and 14, Takaragi discloses the first and second destination 
indicator having an random value see Fig. 4 item 405 & Col 7 Ln 52-53 and storing of 
random number see Col 10 Ln 35-38 to produce an cryptograms see Fig. 3 item 306, 
but does not disclose the use of composite key. However, Yu discloses the random 
number (see Col 7 Ln 12-20 & Col 8 Ln 1-9) and the composite key to produce an 
cryptograms see Fig. 6 item 620-630 & Fig. 2 item 200-210.lt would be obvious to one 
having ordinary skill in the art at the time of the invention to include the random number 
and the composite key to produce an cryptograms in the invention of Takaragi in order 
to produce secure message communications as taught in Yu see Col 1 1 Ln 44-58. 
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Regarding Claim 15 and 16, Takaragi discloses the decipher of random number from 
the cryptogram and keys see Col 2 Ln 16-45(random number from the destination 
indicators) & Col 8 Ln 30-40. 

Regarding Claim 17 -20, Takaragi does not discloses the comparing of random 
numbers and it being used for authentication. However, Yu discloses the comparing of 
random number and it being used for authentication see Fig. 7 item 730, 770 & Col 7 Ln 
36-46 & Col 1 1 Ln 12-58 & Col 8 Ln 10-16. It would be obvious to one having ordinary 
skill in the art at the time of the invention to include the comparing of random number 
and it being used for authentication in the invention of Takaragi in order to produce 
authentication as taught in Yu Col 12 Ln 1 1- 25. 



Regarding Claim 22, The Examiner advises the Applicant to consult the table for 
appropriate rejections. 



Part as Recited in Claim 22 


See Corresponding Claim(s)/Rejection 


a) sending a first ... 


Claim 8 


b) sending a second ... 


Claim 8 and 9-10 


c) digesting said first identifier... 


Claim 9,10 


d) performing an exclusive OR... second 
security token... 


Claim 11, 12 


e) performing an exclusive OR... first 
security token... 


Claim 11, 12 
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f) generating a first random number... 


Claim 13, 14 


g) generating a second random number... 


Claim 13, 14 


h) sending said first... 


Claim 13, 14 


i) sending said second... 


Claim 13, 14 


j) receiving and decrypting said first ... 


Claim 15, 16 


k) receiving and decrypting said second 


Claim 15, 16 


l)sending said first ... 


Claim 15, 16 


m) sending said second... 


Claim 15, 16 


n) receiving said first... 


Claim 17-20 


o) receiving said second... 


Claim 17-20 


p) authenticating said second ... 


Claim 17-20 


q)authenticating said first... 


Claim 17-20 



Regarding Claim 23, Takaragi discloses the cipher function used by IC cards using the 
same key for encryption and decryption(symmetric cryptographic algorithm) see Col 3 
Ln 3-32. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy 
as set forth in 37 CFR 1 .1 36(a). A shortened statutory period for reply to this final 
action is set to expire THREE MONTHS from the mailing date of this action. In the 
event a first reply is filed within TWO MONTHS of the mailing date of this final action 
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and the advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on the date 
the advisory action is mailed, and any extension fee pursuant to 37 CFR 1 .136(a) will be 
calculated from the mailing date of the advisory action. In no event, however, will the 
statutory period for reply expire later than SIX MONTHS from the mailing date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Venkat Perungavoor whose telephone number is 571- 
272-7213. The examiner can normally be reached on 8-4:30. If attempts to reach the 
examiner by telephone are unsuccessful, the examiner's supervisor, Gilberto Barron 
can be reached on 571-272-3799. The fax phone number for the organization where 
this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-21 7-91 97 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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